MEMORANDUM OF UNDERSTANDING
between
Military Institute of Telecommunications and
Information Technologies named after the
Heroes of Kruty, National Coordination
Center for Cybersecurity and Civilian
Research and Development Foundation of the
USA

Military Institute of Telecommunications
and Information Technologies named after the
Heroes of Kruty (hereinafter - MITI),
represented by the Head of the Institute, Major
General Viktor M. OSTAPCHUK, acting in
accordance with the Statute,

National  Coordination Center for
Cybersecurity (hereinafter —- NCCC), represented
by Deputy Secretary of the National Security and
Defense Council of Ukraine, Deputy Head of the
NCCC Serhii DEMEDIUK, acting on the order
of the Secretary of the National Security and
Defense Council of Ukraine of March 27, 2020
Ne 24 “On signing memorandum of cooperation
and mutual understanding " and

Civilian Research and Development
Foundation of the USA (hereinafter — CRDF
Global), represented by the Regional Director,
CRDF Global, Representation in Ukraine,
THOMSON Balfour Duncan, acting in
accordance with the power of attorney of July 27,
2020,

hereinafter referred to as ‘Parties’,

admitting that information and communications
technology (ICT) has revealed new opportunities
and is an important tool of socio-economic
development of countries;

taking into account that the use of ICT has also
caused a number of new threats, such as
cybercrime, cyber spying, hacktivism, cyber
terrorism, and that these threats are dynamically
increasing worldwide and become more and more
exquisite;

considering mutual interest in productive
cooperation and commitment to exchange
experience on a wide range of issues regarding
professional competence, considering regime
restrictions, between experts of MITI, NCCC,
CRDF Global;

MEMOPAHAYM ITPO
B3AEMOPO3YMIHHA
MikK
BilicbKOBHM iIHCTHTYTOM TeJIeKOMYHIKaLiH Ta
ingopmarunszanii imeni I'epois KpyT,
HauionaabHUM KOOpPAWHALIIHUM LEHTPOM
KiGepOe3nexn i ®OHAOM LHBIILHUX
pocaimkensb Ta po3sutky CIIA

BiiicbKOBHIl IHCTHTYT TeJleKOMYHikamii Ta
inpopmarnszauii imeni I'epoiB Kpyr (mami —
BITI), B oco6i HayalpHHMKa iHCTUTYTY reHepaJ-
maiiopa Ocranuyka BikTopa Mukomaaiiosuya,
skuit aie Ha miacrasi CraTyty,

HauionajbHuii koopauHauiiiHuii LeHTP
kiGepGesmexu (mami — HKIK), B ocobi
3acrynuuka Cekperaps © Pagu  HauioHanbHOT
Oesmeku 1 00opoHM VYKpaiHM, 3acTyNHHKa
kepiauka HKUIK JEMEIIOKA  Cepria
BacuawoBuua, AKMii  gie  Ha  TigcTaBi
posnopsimkeHHs: Cekperaps Paau HauioHajabHOT
Oesneku i obopoHu VYkpaiHu Bix 27 Oepesns
2020 poky Ne24 «lllogo nuTaHe MiAMHUCAHHA
MEMOpaHAyMiB  MpO  CMiBpOOITHHLTBO  Ta
B3AEMOPO3YMIHHSY, i

®oHJ UHBITBHUX J0C/iI2KEHb Ta PO3BHUTKY
Cnoayuenux IlITatiB Amepuxu (nani — @LIP
['no6an), B ocobi {upexropa [IpeacraBuuurea
@LIP CIIA B Ykpaini TOMCOHA Jlynkana
Banwdypa, sxuii fie Ha miacTaBi JOBIpEHOCTI Bif,
27 nunnua 2020 poky,

AKi Hagami iMeHyrTbes “CtopoHaMu”,

BH3HAIO4H, 10 iH(pOpMaLiifHO-KOMYHIKaLiiHi
texnouorii (IKT) Biakpunu HOBI MOXJIUBOCTI i €
BaXKJIUBUMHU iHCTpyMeHTaMu coljiaibHO-
€KOHOMIYHOT'O PO3BUTKY JepI)KaB;

Oepyuu a0 yBaru, mo BukopuctanHs IKT Takox
BUKJIMKAJI0O HU3KYy HOBHMX 3arpo3, TaKMX sK
KiOep3I0UMHHICTh, KiOepLINUTyHCTBO, XaKTHBI3M,
Kibeprepopusm, i MmO Ui 3arpo3ud JMHAMIYHO
3pOCTalOTh y BCBOMY CBITi Ta CTalOTh BCE OibII
BUTOHYEHUMU;

3BAXKAIOYM Ha B3aEMHHUH iHTEpeC Y MUIiAHOMY

CriBpoOITHMLITBI Ta TMparHeHHs [0 OOMiHy
JOCBiZIOM 3  INMPOKOrO0  CHEKTPY  MHUTaHb
npodeciiiHoi  KOMIETeHL{i, 3  ypaxyBaHHAM

PEeXMMHHUX OOMExeHb, MiX excrnepramu BITI,

HKIIK, ®LJIP I'nobau;



taking into account the results of previous
negotiations and agreements;

wishing to establish cooperation mechanisms in
order to prevent and respond to increasing threats
in the field of information security and cyber
security,

agreed on the following:

Clause 1

This Memorandum of Understanding aims to
promote cooperation between the Parties and is
directed at:

e creation of conditions for the exchange of
ideas, information and experience, as well
as for interaction in the field of
information security and cyber defense,
which is of mutual interest:

o improvement of educational, scientific,
technical and technological capabilities of
the Parties, as well as promoting
educational, scientific, technical and
technological cooperation in fields that are
of mutual interest and promote peaceful
purposes;

e creating experience in the field of
management, use of technical resources,
analysis of data and determination of
needs regarding information security and
cybersecurity;

e increase of the overall level of cyber
defense, implementation and development
of the systems of informational data
security as well as systems in which they
are processed;

o exchange of information
analytical data, etc.).

(statistical,

Clause 2
The parties admit that the cooperation under this
Memorandum is based on mutual responsibility
and fair contributions that correspond to
technological potential, specific knowledge and
resources.

Clause 3
Parties may initiate and implement other mutual
programs and projects in support of information

BpPaxoBYIOYH pe3yNBTaTh
NeperoBopiB Ta JOMOBJIEHOCTEH;

rornepeHix

GaalouM 3arovaTKyBaTH MEXaHi3MH CHiBIpaLi
JUIA 3amobiraHHs Ta pearyBaHHs Ha 3pOCTaiodi
sarposu y cdepi Oesmeku inpopmauii Ta
KibepOe3nexu,

JIOCATHYJIA IOPO3YMiHHS PO TaKe:

Crarra 1

Lleit MemopanayM npo B3a€MOPO3YMiHHA Ma€ Ha
MeTi CrpuAHHsA criBpoGITHULTBY Mix CTOpOHAMH
Ta CIpsIMOBAaHWH Ha!

e CTBOpPEHHs yMOB M/ OOMiHYy inesaMH,
iHdopMmallielo Ta JOCBIZIOM, a TAKOX A
B3aemozii y cepi 6esnexu inpopmauii Ta
Kibep3axucTy, W0 CTAHOBUTH B3AEMHHH
iHTEpEC;

e BIOCKOHAJNEHHd  OCBIiTHIX, = HayKOBO-
TEXHIYHUX | TEXHOJIOTTYHMX MOXKIMBOCTEH
CTOpiH, a TAaKOX CIpPHAHHSA OCBITHBOMY,
HAYKOBO-TEXHIYHOMY | TEXHOJIOTI4HOMY

cmiBpoGiTHMITBY  y  Tramysiax, 1o
CTAHOBIATH  B3aEMHMIl  iHTepeCc  Ta
CIIPUSIOTH MUPHUM LIJIAM;

e HampamioBaHHA  HOocBiLy y  cdepi
YNpaBJliHHsA, BHKOPMCTAaHHA TEXHIYHUX
pecypciB, aHali3y JaHMX Ta BU3HAYCHHA
motpe6 3 Oesmeku iHdopmauii Ta
KibepOe3nexH;

e [iJBUILEHHA 3arajibHOro piBHA

KiGep3axucTy, BIPOBAKEHHS i PO3BMTOK
cucteM Oe3nekd iHpopMaliiiHUX JaHuX, a
TAKOXX  CHCTeM, B  SKUX  BOHM
OTIPalEOBYIOTECH;

e oOMiny iHdopmaliclo (CTAaTUCTHYHHMH,
aHAJITUYHHMH JaHUMH TOILO).

Crarrsa 2
CTOpOHM BHM3HAIOTh, LIO CIIBOpalsd 32 LHUM
MeMOpaHIyMOM  IPYHTYETBCA Ha  CIIbHIH

BiJMOBiZANBHOCTI 1 ChpaBeIIMBUX BHECKaX, AKi
BiAMOBIAIOTH TEXHOJIOTIYHOMY Ta HAayKOBO-
HABYAJILHOMY MOTEHLiay, CreliaJbHUM 3HaHHAM
i pecypcam.

Cratra 3
CropoHd MOXYTh iHiLlitoBaTH Ta 3iliCHIOBATH
iHIIi crifBHI porpaMu Ta TPOeKTH Ha MiATPUMKY

2



security and cyber security capabilities that can be
funded mutually or unilaterally.

Clause 4

This Memorandum may be amended and/or
altered after becoming effective if agreed in
writing by the Parties. Consultations to amend this
Memorandum may be held at the request of either
of the Parties. Any changes are made jointly in
writing in the form of a separate protocol or
addendum, which will form an integral part of this
Memorandum. '

Clause S
Financial and organizational matters of co-
operation, as permitted by effective legislation,
will be the subject of a separate written agreement
between the Parties for each individual activity.
This Memorandum does not establish any
financial obligations for either Party.

Clause 6
The present Memorandum shall become effective
on the date of its signing and shall be valid until
either of the Parties informs the other of its
termination.

Made in Kyiv on 72Z& 4 2022, in three
copies, each one prepgfed in Ukrainian and
English (one copy for each Party). Triple texts are
equally authenticin case of controversies in
interpretation and application of statements of this
Memorandum.

For the Military Institute of
Telecommunications and

MOJKIMBOCTEHM 3  Oesmexku  iHdopmauii  Ta
KibepOesneky, sKi MOXYTh (iHAHCYBATHCH 5K
CIIIJIBHO, TaK i B OIHOCTOPOHHBOMY MOPSAJKY.

Crarrs 4

Jlo uporo MemopanayMy MOXyTb OyTH BHECEHI
3MiHM Ta JONOBHEHHs micisd HaOpaHHs HUM
yMHHOCTI Ha mizcTaBi B3aeMHOi 3romu CTOpiH.
KoHCyJIBTaIlil 3 METOI0 BHECEHHs 3MiH JIO LBOTO
MeMopaHAyMy MOXYTb MPOBOAMTHCA Ha 3arldT
6ynp-sxoi  3i  CropiH. Bynap-siki  3MiHK
37iHCHIOIOTHCS CHINBHO y MUCBMOBUMH opmi y
BUIJISIAI OKPEMOTO MPOTOKONIY ab0 JOTOBHEHHS,
KU} CTAHOBUTMME HEBII'€MHY 4YacTHHY LBOTO
MemopaHayMmy.

Crarra 5

®inaHCOBi Ta OpraHizaliifHi MMTaHHA CTIiBNIpaL B
MeXaX  YMHHOTO  3aKoHojaBcTBa  OyZmyTh
MpeMETOM ~ OKpeMoi MHCHMOBOI  yrOmu MiX
CropoHaMH I KOXXHOTO ~ OKPEMOro  BHAY
misnpHOCTi. Lled MemopaHayM HE CTBOPIOE
OMHUX (iHAHCOBMX 30060B’A3aHB Mt OyAb-AKOT
i3 CtopiH.

Crartrd 6
L{eit MemopaHiyM HabyBae YHHHOCTI 3 aTH HOro
mignucanns i mie 10 oTpuManHs ofHiero i3 CTopiH
MCHEMOBOTO TOBizoMieHHs iHmoi CTOpOHH MpO
NpUIUHEeHHs #oro aii.

Vunneno y micti Kuis Sy fece 2022 p.y
TpeOX MNpPUMIPHUKAX, KOXKHMH YKDPATHCBHKOIO Ta
aHMIiCEKOI0 MoBaMu (110 OJHOMY HPUMIPHMKY
koxHii 31 CTopin). Yci Tpu NPUMiPHUKK TEKCTIB €
ABTEHTHYHUMH y TJIYMayeHHi Ta 3acCTOCYBaHHI
T0JIOXKEHB 1[HOr0 MeMopaHaymy.

The National coordination center For the Civilian Research and
for cybersecurity /

Development Foundation of

Information Technologies named 3a HanionansHuit the USA /
after the Heroes of Kruty / KOOpAMHALI THUI LIEHTP 3a ®oHJ| LMBIIBHUX
3a BilicbkoBHUI IHCTUTYT Kibepbesnexu JIOCITi IDKEHB Ta PO3BUTKY

TeJeKOMYHiKallii Ta
inpopmarusanii imeni I'epois Kpyr

Crnionyuenux IItatiB AMepyuku



Head of the Institute, the Military ~ Deputy Secretary of the National Regional Director, Eurasia,

Institute of Telecommunications Security and Defense Council of CRDF Global, Representation
and Information Technologies Ukraine, Deputy Head of the in Ukraine /

named after the Heroes of Kruty, National coordination center for ~ JTupextop [IpencraBHAUTB
Major General / cybersecurity / ®IJIP CIUA B Ykpaini
HayanpHUK IHCTUTYTY, ZactynmHuk Cekperaps

BilicbKOBHI IHCTUTYT Panu HauioHanpHOT Oe3neKu

TeIeKOMYHiKallil Ta i o6oponu Ykpainu, 3aCTyTHUK

indopmarusawii iveni I'epois xepisanka HKITK

KpyT, reHepan-manop

Data on signer/ Data on signer/ Data on signer/
Jlata TianycaHHs Jlata miqnueaHHs JlaTa mjiinucaHHs
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Addendum Nel
to the Memorandum of Understanding
between the Military Institute of
Telecommunications and Information
Technologies named after Heroes of Kruty,
National Coordination Center for
Cybersecurity, and the Civilian Research and
Development Foundation of the USA

National Coordination Center for
Cybersecurity  (hereinafter - NCCO),
represented by the Deputy Secretary of the
National Security and Defense Council of
Ukraine, Deputy Head of the National
coordination center for cybersecurity Serhii
DEMEDIUK,

Military Institute of
Telecommunications and Information
Technologies named after Heroes of Kruty
(hereinafter - MITI), represented by the Head of
the Institute, Major  General Viktor
Mykolayovych OSTAPCHUK and

the Civilian Research and Development
Foundation of the USA (hereinafter - CRDF
Global), represented by THOMSON Duncan
Balfour, Director of CRDF  Global
Representative Office in Ukraine,

hereinafter referred to as the “Parties”,
pursuant to the Memorandum of understanding
‘between Military Institute of
Telecommunications and Information
Technologies named after Heroes of Kruty,
National Coordination Center for Cybersecurity
and Civilian Research and Development
Foundation of the USA has concluded this
Supplementary Agreement to the Memorandum
and agreed to join the Parties in ensuring the
deployment and integration of the Vulnerability
Disclosure Program at the MITIL.

In accordance with the objectives of the
memorandum, the parties agreed as follows:

e prepare a Plan of cooperation for the
integration ~ of the  Vulnerability
Disclosure Program (VDP);

e ensure the transfer of training materials,
including software, that is in line with
the NCCC's Vulnerability Disclosure
Program to the MITI;

e with the support of the NCCC and CRDF
Global, adapt the  Vulnerability
Disclosure Program to the training
programs for cadets and officers who are

JlonaTkosa yroma Nel
10 MeMopaHayMy PO B32€MOPO3YMiHHs
Mixk BilicbKOBHM IHCTHTYTOM
TeseKoMyHiKkaniii Ta ingopmaTuzanii imeni
I'epois KpyT, Hamionansuum
KOOpAMHANIHHAM HEeHTPOM KibepOesnexH i
doHIOM NUBIILHUX J0CTIVKEHb Ta
possutky CIIIA

HaunionaJbHM KOOPAHMHANIAHUA MEHTP
kiGepbesmekn (mani — HKIIK), B oco0i
sacTymauka Cexperaps Pamu HanioHanTbHOI
Oesmekn 1 OOOpoHM YKpaiHW, 3acTyIIHHMKA
kepipamka HKIK JEMEIIOKA Ceprisn
BacunnoBHu4a,

BiiicbKkoBHii IHCTHTYT TeJIeKOMYHIKaLii
ta indopmarmsanii iveni I'epois KpyT (mai
- BITI), B oco6i HavaneHuka iHCTHTYTY
renepan-maiiopa OCTAIIYYKA Bikropa
MukoJiaiioBu4a Ta '

donay UMBIIBHHX JOCHIKEHb Ta
possutky Cnoaydenux IlITariB Amepuxu
(mani — OLIP I'moGan), B 0cobi [upexropa
[Ipencrasuunrea QIJIP I'nmoban B Vkpaini
TOMCOHA JIyukana baasdypa,

gxi Hajamn iMeHyroTbes “CTopoHaMm”,
Ha IifcTaBi MmOJOXeHb MeMopaHayMy IIpo

B3aEMOPO3YMIHHS MIX BiiicbkoBUM
iHCTHTYTOM TeJeKOMYHiKaIii Ta
inpopmarmsanii  iMeHi I'epoie  Kpyr,
HarmioHanpHMM  KOOPIMHAIIHHMM  IIEHTPOM
kiGepbesmekn 1 DoHAOM  IMBLIBHHX

nocnimkens Ta po3sutky CHIA yknamu maHy
NomatkoBy yroxy no Memopannymy Ta
JIOMOBIUTHCH 006’ eHaty 3ycuuiss CTOpiH 00
3a0e3MeYeH s PO3TOpPTaHHS Ta  iHTerpamii
[IporpaMu 3  PO3KPHUTTSA  BPasIMBOCTEH
(Vulnerability Disclosure Program) na 6asi
BITL

BigmosigHo mo Ifimelt MeMOpaHIyMy
CTOPOHH TTOTOMIIN HACTyIIHE:

e IAroTyBaTH IUIaH B3aEMOJii IIOJO
igterpanii Ilporpamm 3 pPO3KPUTTS
BpaziuBoctelt (VDP);

e 330e3NMeunTH TIepesady HaBYAJIBHMX
Marepiaiis, B TOMY YHCIi IPOrPAMHOIO
3a0e3MeUeHHs, 0 BXOJATh O CKJIANy
[Tporpamu 3 pO3KPUTTS BPa3IMBOCTEH 3
6oxy HKIIK mo BITI;

e 3a miarpumku HKIK
I'mo6aut,
PO3KPUTTS
HaBYAJIBHOL

ta @LIP
amantyBatu IIporpamy 3
Bpa3JInBOCTEN o
IporpamMy, 3a  SKOIO



undergoing MITI master's degree, and
cybersecurity advanced trainings for
officers on the MITI basis.

For its part, MITI, with the support of the
NCCC and CRDF Global, is committed to:

e develop an adapted Vulnerability
Disclosure Program on its infrastructure
and include it in the curriculum for
training cybersecurity and advanced
training officers of the Armed Forces,
approved by the Order of the Ministry of
Defense of Ukraine;

e ensure the implementation of the adapted
Vulnerability Disclosure Program in the
framework of professional training for
master's cadets on a permanent basis
within the framework of those conducted
in accordance with the curriculum;

e to ensure the implementation of a
training program for officers of cyber
defense units of the Armed Forces of
Ukraine in the area of the Vulnerability
Disclosure Program.

This Addendum is based on the provisions
of the Memorandum of Understanding between
MITI, NCCC and CRDF Global dated
97 (lever. 5 2022, and is an integral part
of the l\i,e/morandum.

Done at Kyiv, ~2?Z€re/5~ 2022, in
triplicate, each in the Ukrainjan and English
languages (one copy each for the each Parties).
Both texts are authentic in the interpretation and
application of the provisions of this
Memorandum.

For the Military Institute of
Telecommunications and

for cybersecurity /

TOTYIOTHCS KypcaHTH Ta odiuepd, K1

Hapuatotbcs B Maricrparypi BITIL, Ta

HporpaMy  IIiIBUIICHHS kBatidixarii

odinepis mixpo3niniB Kibep3axucry Ha

6a3i BITL.

3i cporo Goky BITI, 3a miATPHMKH
HKIIK ta ®IIP I'mobam, OGepe Ha cebe
30008’ SI3aHHI:

e posropHyrs ananTopany [Iporpamy 3
PO3KPHTTS Bpas3jMBOCTEH Ha CBOIH
indpacTpykTypi Ta BKMOYMTH il JO
HABYQJGHOTO  IUIAHY  IiJATOTOBKH
¢axiBIiB 3 KibepOesmekn  Ta
minBuIneHHs KBamidikanil odiuepamu
36poiHKIX cui VYxpainuy,
sarBepmikenoro Hakaszom MiHicTepcTa
oboponu YKpaiHy,

e 3a0e3meunTH IPOBENCHHS aJalTOBaHOI
IIporpamu 3 pO3KPHTTS Bpa3MBOCTEH B
pamkax (axoBoi IiATOTOBKH  JUIA
KypCaHTiB MariCTpaTyps Ha MOCTiHHiM
OCHOBI B paMKax BiJBEJEHHUX TOIUH
BiIITOBITHO HABYAIBLHOTO ILIAHY,

e 3a0e3MEUMTH I[IPOBEICHHA IIPOrPaMH
migsumenHs  kpamidikamii  odinepis
migposminis  kiGepsaxuery 3CY  3a
HampsMKoM [Iporpama 3 PpO3KPUTTA
Bpa3IMBOCTEM.

[la JomaTkoBa yrojga CKJIajfeHa 3
ypaxyBaHHSM IIOJIOKeHb MemopaHayMy Ipo
B3aemopo3yminns Mk BITI, HKIIK i ®LUIP
I'moban Bix 5 Ypce g«’/(,@ 2022 poxy,
i € HeBix eMHOKY YaCTHHOIO MeMOpaHiyMy.

VunHeHO y MicCTi Kuis
IS ?m&az 2022 p. y TphOX NPUMIPHUKAX,
KOfKHUH yKpaTHCHKOIO Ta aHIIICHKOI0 MOBAMH
(mo omHOMY TPUMIPHHKY KOXHi# 3i CTOpiH).
O6Gu/IBa TEKCTH € ABTEHTHYHUMH Y TITyMadeHH]
Ta 3aCTOCYBaHHI MIOJIOXKEHB IILOTO
MeMopaHayMmy.

The National coordination center For the Civilian Research and
Development Foundation of

Information Technologies named  3a Hanionanbnuit the USA /
after the Heroes of Kruty / KOOpAUHAII HUH [IEHTP 3a ®oHJT IUBIIHHUX
3a BiiicbkoBUi iIHCTUTYT KibepbOesnexu JIOCJTIJDKEHb Ta PO3BUTKY

TEeJIEKOMYHIKaIlii Ta
indopmarusarii imeni I'epois
Kpyr

Cnonyyenux IlltatiB AMepuKH



Head of the Institute, the Military
Institute of Telecommunications
and Information Technologies
named after the Heroes of Kruty,
Major General /

HavainpHUK iHCTUTYTY,
BilicbKOBHi IHCTUTYT
TeJeKOMYyHiKamii Ta
ingopmaru3arii imeni I'epois
KpyT, renepan-maiop

Jaconons § oo

{ caomdiugo
WOZMM Pt Ty
Kavwimen et 5] By

Deputy Secretary of the
National Security and Defense
Council of Ukraine, Deputy
Head of the National
coordination center for
cybersecurity /

Bactynauk Cexperaps

Payu HanioHaNBHOI G€3MEKH

i o6opoHH YKpaiHH, 3aCTYITHUK
kepiBarka HKITK

Data on signer/
Jlata minucanHsa

///
W1/

Serhii DEMEDIUK/
JIEMEJIOK Cepriit
BacunsoBud

Regional Director, CRDF
Global, Representation in
Ukraine /

Jupexrop IpeacraBHuITBA
®IJIP CIIIA B YkpaiHi

Data on signer/
JlaTa miucAHHS
£5/657

THOMSON Balfour Duncan/
TOMCOH Jlyukar bamsdyp



